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Abstract:

This study aims to propose a comprehensive model for classifying cyber threats
levels, linking each level with effective countermeasures. In light of the rapid
evolution of cyber threats, organizations face significant challenges in assessing these
threats and prioritizing their responses effectively. This study highlights a gap in
current literature, which is the lack of a unified and systematic framework that
dynamically links threats levels with appropriate response strategies. The study adopts
a descriptive-analytical methodology and a model-building approach, where previous
literature is analyzed to identify the basic components of threats and their classification
criteria. Then, a proposed model is designed to provide a hierarchical classification of
threats (low, medium, high, very high (critical) and links them to specific detection
and treatment procedures. The study discusses the model's effectiveness in improving
organizations' ability to assess cyber risks and rationalize resource allocation,
considering the challenges associated with implementation and the dynamic nature of
threats. The study recommends that organizations to adopt a systematic framework for
threat management, invest in cyber threats intelligence, develop tiered response plans,
and provide continuous training for employees, It also offers recommendations for
future researchers to practically verify the model and develop automated tools to
support it. This study contributes to building a solid theoretical foundation that can
enhance cybersecurity resilience in the face of increasing challenges.

Keywords: Cybersecurity, Cyber Threats, Threat Classification, Countermeasures,
Cyber Risk Management, Proposed Model.
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